SOFT TOKEN
authentication
Soft Tokens = strong security,
greater convenience
First Log-in:

SOFT TOKEN
Frequently asked
questions
What is a soft token?
A soft token is a software app that is
downloaded and installed on your Apple or
Android smartphone. The app adds an extra
layer of protection to your Business Online
Banking account by generating a one-time
password each time you log in. This random
password combined with the PIN you set up
in Business Online Banking, makes it nearly
impossible to hack your account.

Who can use soft tokens?
Any Business Online Banking user that has Bill
Pay, ACH or Wire accounts must use either a
hard or soft token. Any user may request a
token to use for security purposes.

Where do I find the app?
You can find and download the soft token app,
which works on Apple or Android
smartphones and other devices, by searching
for "DIGIPASS for Business Banking" in either
the Apple or Google Play app stores.

What if I enter the wrong number
when logging in?
If you enter the wrong one-time password/PIN
combination, just re-enter the correct numbers
generated by the app and your PIN.

More Questions? (815) 338-2300

Can I switch from a hard to a soft
token?
Yes, you may switch from a hard to a soft
token by logging in to your Business Online
Banking account, selecting the Profile page and
following the instructions to make the switch.
A fee does apply when enrolling in soft token.

What if I lose my phone?
When setting up the soft token, you have the
option to register more than one device. So, if
you should misplace your smartphone, you can
log in with another device. Another option
would be to get a new phone and have the
bank re-register the new phone. At that point,
you would also need to re-install the app.

Can I use it with my Business Mobile
Banking app?
Yes, the DIGIPASS for Business Banking app can
be used when logging in to Business Mobile
Banking. After the desktop activation process,
you'll generate a one-time password from
DIGIPASS to log in from your banking app
followed by your PIN.

What are the best ways to keep my
app and account secure?
You should always start by enabling the
passcode or biometric access to your
smartphone in order to protect access to your
device. The DIGIPASS app also gives you the
option to create a regular password or to set
up a biometric login so you can then generate
a one-time password or a digital signature for
accessing your account

Activating a soft token: For first time token users
If you are not currently a token user and would like to enroll in soft token, you must contact your business
banker so they may enable your access. You may always call the bank directly at (815) 338-2300

Once enabled, using your computer, log in to
Business Online Banking with your current Username
and Password. After logging in, you will be prompted
to activate your soft token.

Using your mobile device enter "DIGIPASS for Business

Banking" in the search field of your smartphone's app
store.

Download and open the app

Go back to your computer and click

On your phone, tap Begin Activation in the app.
The app uses your smartphone's camera to scan
the secure, multi-colored CRONTO image
displayed on your computer's Activate Token
screen. The app will decode the image and display
your device code.
Enter the Device Code as displayed in the app
Add a Nickname for your device
Enter your 4-digit PIN that you will remember (You'll
use this PIN each time you log in.)
Create a Security Question and add the Answer
Click CONTINUE

Another CRONTO image will appear on the
computer screen. Using your phone and the
soft token app, tap the Scan Image button to
decode the CRONTO image.
Enter the One-time password as displayed in
the app.
Click COMPLETE ACTIVATION
*If you have a phone that allows biometric protection, choose YES to enable fingerprint security for opening the app. Select NO
if you want to skip this step. (You can enable later if you choose.)

Activating a soft token: For current hard token users
Using your computer, log in to Business Online
Banking with your current Username and
Password. After logging in click on the Profile
page and then click
You will then be asked to verify your identity by
re-entering your Username and 4 digit PIN only

Next, answer the security question and click
"Complete Verification" to continue.
NOTE: This field is case sensitive

Using your mobile device enter "DIGIPASS for Business

Banking" in the search field of your smartphone's app
store.

Download and open the app
Go back to your computer and click

On your phone, tap Begin Activation in the app.
The app uses your smartphone's camera to scan the
secure, multi-colored CRONTO Image displayed on
your computer's Activate Token screen. The app will
decode the image and display your device code.
Enter the Device Code as displayed in the app
Add a Nickname for your device
Enter your 4-digit PIN that you will remember (You'll
use this PIN each time you log in.)
Click CONTINUE

Another CRONTO image will appear on the
computer screen. Using your phone and the soft
token app, tap the Scan Image button to
decode the CRONTO image.
Enter the One-time password as displayed in
the app.
Click COMPLETE ACTIVATION
*If you have a phone that allows biometric protection, choose YES to enable fingerprint security for opening the app. Select NO if you want to skip
this step. (You can enable later if you choose.)

Using a soft token with the Business Mobile Banking app
Once your soft token has been activated through Business Online Banking, you can use it to generate a
one-time password when logging in to the Business Mobile Banking app.

Open the Business Mobile Banking app and
enter your username

Open the DIGIPASS for Business Banking
app and tap One-Time Password

user123

Copy the One-Time Password displayed in
the soft token app
NOTE: This screen does have a time limit shown on the
bottom of the screen

Navigate back to the Business Mobile Banking
app and paste the One-Time Password
followed by your four-digit PIN and then Tap
Log In

user123

PIN

530184481197
One-Time Password

